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Abstract: Since the debut of Bitcoin, a blockchain platform, blockchain-based cryptocurrencies have re-
ceived wide attention and accumulated a wealth of transaction data. These transaction data include rich
information and complete traces of financial activities, and therefore provide us an unprecedented oppor-
tunity for knowledge discovery. Networks are a universal language for describing interacting real sys-
tems, and much work on cryptocurrency transactions is conducted from a network perspective. This sur-
vey summarizes the existing work on analyzing and understanding blockchain transactions, aiming to pro-
vide a systematic guideline in this area. We first introduce the background of blockchain transaction,
and then review existing research in three different aspects, i. e. , transaction network modeling, transac-
tion network analysis, and network-based detection technology, the purpose being to provide a systematic
guideline for researchers in this area.

Key words: blockchain; cryptocurrency transactions; complex networks; data mining

*

Wi B 2021 -02-03 FABMH: 2021 -04-20 MEEEZBH: 2021 - 05 -21

E&WH: EEELM LI (2020YFB1006005); FZ A KR 34 (61973325, U1811462)

EEEIN: Ruilh (19894F4E), 2o MIRAE: XYk, B2 . MAFRE; E-mail:  wujiajing@mail. sysu. edu. cn
BISMEE: ATWH (19824F4), J; #MAE.: KHsE., RHE . B4 TR E-mail: zhzibin@mail. sysu. edu. cn

BFM, HBz, WA, PRSI TR AR RI B . AT SE TSR II S DA EAE L TET Fellow,
ERIMFE TP ARSI . PRHFWARP AR TR, FFERILAE | BRI 2 .



2 RS (AR

%60 %

BEA DX PR BEHOR I A, X B 2 5% T A
AR Z 2] Tz YGRS . #E 2021 4F 1
A, XPEEmEEmeafEe @1 ek, K
T A — B Fe R, TR 5 7 00012
Kot MEXBREEME R M6 1, FrALHids®
HAg AN al BUCHYRRIE , 42 BRI TR] T B 422 10 =%
TEXHREET . [RIIS, IXCHUBE N 52 T Y22 5 Jo e
WA E%E =07, BATEZho iR A Hb,
P, S DX R B 0 B T S A R T A PR S
A7, S VA AR 980 R AN PTG 1 a3
2 FIRE AR R L E BT R M R AT I % 1R
s r, PEAREATR B T A A R AT R
M DCEP (digital currency electronic payment) % 1
W o JAT R T % TR A AT K — 7 IR AR AR T A AT
FIULE A, S TH58 5 BB A, 55— 7 i 4%
58k [ 5% 58 By 1) A ARG R TR A 0, AT 4
PR A R AT E F2 4.

o T R EE AT M RLE I, S FEE
SR S R 4 R Bl R IS B4 N B T 28 5 Kt mT LA
WA TR, 33X Sy 4 il 58 5 B Al 425 9 A e it 1
BT RA ML o X IXHUBE 58 5 Bt 147 53 1 F
FEHR0 EZMEAPIA: 1) Sl X AL 5 %
P By oA Az, AR RS o R I
FUAT R e BRI AE By ) 2% i A A, A
T B2 T R S sl B TR, A D At < R
NS H; 2) IR X HEE RGP A ALY X
AR Z MATS, X HHE S 5 8ot 73 Hr A Bl
TR EEESS S, il S A B Y X B
AR B I T 5, M REOR IR AR ik
ERTFIRMEHEENS S, BEZ, WX
i 53 T 52 S B EAT o A AT LR T 2%
W2 | B0 A2 0 2 BOR A B Bl R G0 R B
RO A ME, i ELA T 4 i i 2 B T F B B4
il A F R A

PO 265 2 A ik B S A SR R A T R G TR
T 52 2% W 28 BE i ) 2 AN O S 73 B M 246 R e A7
AT E . 7EBUA (Y DXCHEE % 1% 28 5 5080 53
SCHRA, AR 2 — 0 DA 2% 1) I AT E ST
RILESM T I e s B T RGP s g2 (aniik
BREG ) MG A, KX 18 A9 5 F 4l
N . AR BT TP 5 R REAAE— LB
[ 52 o6 3l BNk . 8 Bea 2 0G0t K i
FHAE, PR FRATT AT LLDAAS ] 9 £ B2 % fin 2 £ 0 614
SE o SN EAT M8 A, SRS LT M2 B oA

TP B I TN A5 1 28 k2 Ok S8 R U Y
BARIZ IR S5

VR — A7 2% A B~ B IT T e, X e
kIR TP PN e (U P S E o
AR SCE A T (9] JBURIT 8 235 53X — U B4 BT SCHR R
OB EOR , H RS N 5T T 5 B W 4% B I
S5 P4 B8 3 e RN SZ oy ) 2% B U ), Her
TE AT DXCHHE I 52 T B9 52 5 S S, F-ATT
B S o B R S M 4, it 5 B M
2T BATRT LT 358 5 [ 45 b —Sep A7 (o
BJa, FRATTRT LA 5 58 b M 26 B P J5T R 52 5 I 4%
BRI S BRI TR A SCN BRI 4
HEUNR = 55 110 21 X B 52 ) K S8 5 Bl A IR Y
WA, 527 AL Ty R AR 52 5 M 2% 53 #r
HSZ oy 9 285 b )R 1 AR Xt DX R T 3 5% T3 52 o)
B2 BT ST BRI 2514, 25 3 1 AR SO B4 &
JEH,

1 XHueE N H A2 5

X PRk in % B 2R A 20, HOR[A g% 62
(RS S50 AR R] o BRI, X B i 2% e
Y 38 5 32 BT LAAZ By oy vt R SE BLRT LLI
Sy O AR AY AT R 3 T e DL 1Y) 52 B AR
PEATA A, IF HA 48 X e 52 b Bl il 5 07 =X
NI R 565 2745 (1 58 5 I 26 43 AP 4 T 1 kit
L1 KRG SHEE

DX BE 52 Ty AT A Sk I BT b g
B DS P KRR, BT %
F) S XF 5 (P2P, peer—to—peer) [ 2% o) Bl A5 17
o, G BT R RS 0 2 DX BE AR X HR b
DX PR 5 AR e B AT SE W) T P AR HEAE 2008 4F A A Y
PR 43 Y, BEJSFE 2009 4F, 55— SR X ek
PEBE LR T R G R AT FIZ A AR T EA= . A
FORp e AR DIOR, XEREERRAG B 1 T2 1Y G TE
FEREN TR RE 4 il 0K IO 4 245k L[]
W, VFZ PR altcoins AR B 3 B, 51 4n
B — D E AR R 58 Namecoin s TEALS)
AR AT BT 19 Litecoin 5 £ R FH AL
UE B (PoS, proof of stake) 1E & T.1E & ik B
(PoW, proof of work) AY%& AL %K Peercoin 7',
A& CoinMarketCap. com FYGE1T, #2021 4E477, 1
Gy e A 8 000 B X B i be i, B E—
JEM AL 1 TR0, HoAl 2 44 n I BT T AL 4
o EOS " Fll Libra "' 4%, H

Monero *' . Zerocash "',



55 1 R, AF XHBESS S MBI Sk 3

H, IR Y R ER R B R SE A
B X HesE R g, HEZEM ST MR N Ether (PR
ETH), S AT HEAR T A 2 BRER R b .
TERZ X BT, EAIRsE 5 R 32 %
AT LLG3 R LAAE Gy Ay s BB RYRT LJ F 2hy e s 1Y)
BEAL, Horb, ERRRTRI LR 43 e X R AL 5
BALY AR

e M ARG, B —F AR, s
1T ik i P A B 20t — R A0 B ) 1 e A B
RN, AP DA 28 ok kR
M &R G R I 32 5 B8 52 L AE 5 hg v O AR B
HrhBAZ Y T LA 2 A 25, JF Bl
PLS Z bl CHK . 32 5 ik A i — 2R AE 2R 1 52
Zyf it (UTXO, unspent transaction output) £ %,
HESBAANT I 5 XA 5. 255 A I 1)
FH P AT LUFE 22— B bk R B2l 4k %, FF el
WE R IE AR R ZF i hE (change address) o
WAL, R A B P AR A, T LU
FH P B A v UTXO 119 4 8508 ROk 1 550 3Z 1 P 1Y
R

AR B3 o i 58 S i R0 S LA 70 vt B2

1ETH = 1ETH

BRSPS, BISMEIEK T (EOA, externally
owned account) FIG K, Hrf, EOA I T4
ik, BRALR. BGRANE S — 3 TR E
AR (IR A RIIRE. &2k P CHE —
ANATRAT T, KA 47 i S
EACEALAR TR Y IS A G R VAN DS i g o
S AA A AR REE . 5
FemATE, RURY; iy 22 5 g2 I — Nk 3 55—
Mk RS2 B, BALE S — AR —A
Btk o MeAh, LUK 5 T LSS A 5 5L K . &
L) G 2R A 3R EE DR, RS
KikTJr, VARYIZE 5 v LAy th EOA & 2 i 4038
Lo Ala YL R NTRSL S o BT g T —
A LLR B MR AE 5y RN R 28 By (0 LB s 45, Horp
L5y 1 FIAE 5 2 8 e EOA K iss 5, el
JEANERAL Sy, MBS S 3. K5 4 M AE by 5 R e
BARENAL g, HIL BTN S . SMEZE
e FEOFZ NS 7 R, WINTESL ) 2
, —DEOAEM T — G2, dkmifikk 1
SR 3NN AE S o

3ETH ———— 36TH
252 e

2ETH AL 5
JRiE T Hipacs

\ . 1ETH 1ETH| . 1ETH

2ETH

K1 RERBISMNEAS 5 FIN R A 5

Fig. 1 Examples of the external transactions and internal transactions in Ethereum
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